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powered vehicle industry in 

SA and expanding to the 
world
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Cars

Å~72 million vehicles sold worldwide ô07

Å~1.5 million in Africa

Å~806 million vehicles in use worldwide

ÅVehicle recalls

http://blogs.cars.com/kickingtires/recalls/

http://blogs.cars.com/kickingtires/recalls/


Introduction

Joule

ÅBattery Electric Vehicle (EV)

ïReplace fuel tank and engine with battery 

and electric motor

ÅProduced by Optimal Energy

ÅStandard automotive components to be 

used as far as possible
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Introduction

Functional System Safety

ÅñUnsafe behaviour of a system that is 

usually, but not always, due to 

component  failureò

ÅWhat is ñunsafe behaviourò?

ïNot ñunsecuredò systems
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Introduction

Functional System Safety

ÅFailures
ïComponent does not perform function 

correctly

ÅMemory leak causes software to stop

ÅHeadlight bulb breaks

ÅAirbag fails to deploy during crash

ÅKill switch malfunction

Intro

SW + 
Cars

SW + 
Safe

Cars + 
SW+
Safe

Joule



Introduction

Functional System Safety

ÅHarm
ïDamage to people or equipment

ÅHazards
ïFailure that could lead to harm
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Introduction

Functional System Safety

ÅSeverity

ïMinor injuries

ÅBurning the skin on your finger

ïMajor injuries

ÅBraking a major bone

ïSingle unsurvivable injury

ïMultiple unsurvivable injuries
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Introduction

Functional System Safety

ÅProbability

ïRare exposure

ïRegular of permanent exposure

ÅControllability

ïUncontrollable

ïControllable 

ÅBy experienced human

ÅBy sensible human

ÅBy normal human response
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Introduction

Software

ÅDatabases

ÅApplications

ïWeb

ÅUser Interfaces

ÅEnvironments

ïIndustrial, Scientific, IT, Financial

ÅPlatforms

ïPC/Mac

ïFreescale/TI/Analog/ARM/etc
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Introduction

Embedded Software

ÅSmall memory

ïRAM, ROM, Flash

ÅFPU or not

ÅProcessing Resources

ïSpecialised Digital Signal Processing

ÅI/O channels

ÅPeripherals

ÅDifficulty Unit Testing

ÅRequires Hardware Specific Knowledge
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Software on Cars

Functions

ÅInfotainment

ÅHuman Machine Interface

ÅBody controls

ÅPower train control

ÅSecurity

ÅSafety
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Software on Cars

Premuim ICE Vehicle E/E Architecture

Challenges in Automotive Software Engineering, ICSE2008, Dr. H. Hanselmann, dSPACE
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Software on Cars

Trends

ÅMore and more ECUs on cars

ïCurrently 60-80 on premium vehicles

ÅX-by-wire technology

ïBrakes

ïAccelerator pedal

ïSteering

ÅNetworking

ïCAN

ïLIN

ïFlexray

ïMOST
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Software on Cars

Trends

ÅSafety functions increasing

ïAirbags

ïABS

ïBrake distribution

ïPower steering

ïStability control

ÅSpeed and capacity increasing

ïMerc SW near zero in 90, now 500MB

ÅComplexity increasing

ïComponent level

ïSystem level
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Software and Safety

How Do You Build Safe Software?

ÅExperienced Engineers

ÅMature Software

ÅProcesses with Well Defined Gates

ÅTesting

ÅCode Reviews

Intro

SW + 
Cars

SW + 
Safe

Cars + 
SW+
Safe

Joule



Software and Safety

ISO 61508

ÅGeneral Standard for Software 

Functional Safety

ÅApplied in various industrial applications

ÅGenerally manufacturing environments

ÅIndustry related standards developed 

from this baseline
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Software and Safety

Organistional Evaluation

ÅSPICE

ïSoftware Process Improvement and 

Capability Determination

ÅCMMI

ÅAutomotive SPICE

Intro

SW + 
Cars

SW + 
Safe

Cars + 
SW+
Safe

Joule



Software Safety on Cars

Software vs. other components on cars

ÅPrimarily a design with little or no 

manufacturing variation

ÅGreat capacity to contain complexity

ÅPerceived to be easy to change

ÅErrors are systematic not random

ÅIntangible
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Software Safety on Cars

What makes cars different?

ÅHigh production volumes

ïManufacturing variation

ïMaintenance levels difficult to assure 

Å10 year maintenance target

ÅUsers either completely untrained or 

receive little training

ÅUsers active participants

ÅTraditional testing uses real vehicles

ïComponents need system level testing

ÅComponent level regulation scattershot

ÅMany industry and in house standards
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Software Safety on Cars

MISRA

ÅMotor Industry Software Reliability 

Association

ÅProduces guidelines for producing safe 

reliable software in automotive sector

ÅProject Planning

ïDevelopment

ïQuality

ïSafety

ïConfiguration Management

ïLifecycle
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Software Safety on Cars

MISRA

ÅIntegrity

ïSafety

ïBreak legislation

ïTraffic disruption

ïProperty damage

ïFinancial loss

ÅRequirement Specification

ÅDesign
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Software Safety on Cars

MISRA ñToolsò

ÅMISRA-C (C++)

ÅSoftware Readiness for Production

ÅGuidelines for vehicle based software

ÅModel Based Design Guidelines

ÅAutomatic Code Generation Guidelines
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Software Safety on Cars

MISRA Challenges

ÅOnerous to comply with, esp. for new 

components

ÅLittle experience in application on safety 

analysis in industry

ÅExamples relate mostly to ICE vehicles

ÅGenerally applicable to a limited set of 

ñstandardò industry tools

ÅLikely to be superceded by ISO 26262
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Software Safety on Cars

Model Based Development

ÅMathematical Model of System

ïFloating point maths

ïContinuous time

ÅCompared to Implementation

ïñSoftware In The Loopò

ïFixed point maths

ïDiscrete Time
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Software Safety on Cars

Matlab/Simulink

ÅAutomatic C code generation

ÅStandards Compliant

ÅSupports Specific Processors

ÅImplements Test Frameworks

ÅStatic Code Analysis Tools Available
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Software Safety on Cars

Joule Challenges

ÅDrive Train are non-standard 

automotive components

ÅMotor Controller

ïCode running at loop rates between 5KHz 

and 40KHz

ïComplex calculations

ïAccuracy of measurement important

ïDeterminacy of loops critical
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Software Safety on Cars

Joule Challenges

ÅBattery Management

ïSlow loop rates but lot of data points

ïAccuracy of measurement crucial

ïLifecycle data needs to be stored

ïImplement lifecycle models
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SAFETYCARS

SOFTWARE

EMBED

Software Safety on Cars

Continuous 

Commits

Requirement

Documents

Pre-production

Manual

Release

Prototypes Production

Manual

Coding

Manual Testing 

+ Reviews

Requirement

Database

MDD + Manual 

Coding

MDD + PIL + 

Inspections

Requirements 

Tracking

Well Defined 

Tasks

Requirement

Database

MDD + Auto 

Coding

+ Static 

Analysis

Change related 

Tasks

Cal./change 

Tracking
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